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What is HIPAA Compliance
an Introduction

The Hedlth Insurance Portability and Accountability Act (HIPAA) of 1996
establishes a framework of regulatory standards aimed at
safeguarding private and sensitive patient data held by hospitals,
insurance companies, and healthcare providers. HIPAA compliance is
overseen by the Department of Health and Human Services (HHS), while
enforcement of the Act's provisions falls under the purview of the Office
for Civil Rights (OCR). The OCR conducts investigations into HIPAA
violations that compromise the integrity of protected health information
(PHI) and imposes fines based on a tiered structure with corresponding
limits. In certain cases, criminal charges may also be applicable.

PHI encompasses any
demographic information
that could potentially
identify a patient or client
of a HIPAA-covered entity.
This includes medical
records, Social Security
numbers, names, phone
numbers, addresses,
financial details, and full
facial photos.




The Department of Health and Human Services (HHS)
lists the 18 HIPAA identifiers as follows:

The Safe Harbor provision, an integral part of the HIPAA Privacy Rule,
outlines the process of de-identifying PHI by removing specific
identifiers related to the patient, their relatives, employers, and
household members. Once de-identified, the data is no longer
considered PHI, and there are no restrictions on its use or disclosure,

enabling it to be utilized for research and comparative studies.

Several recent examples of HIPAA enforcement demonstrate the
serious consequences of breaches and the resulting penalties. For
instance, MD Anderson Cancer Center, a renowned headlthcare
institution in the United States, faced a staggering $4.3 million fine in
2018 after experiencing three data breaches that compromised the
ePHI of approximately 35,000 patients. The Office for Civil Rights
(OCR) investigation revealed that the center lacked adequate
encryption controls and failed to implement policies to prevent

unauthorized access, leading to the breaches.

Likewise, the University of California Los Angeles (UCLA) Health
System was issued an $865,000 fine due to inadequate access
restrictions to medical records. In a high-profile case, one of its
employees, Dr. Huping Zhou, deliberately accessed the records of
celebrities and other patients without authorization, resulting in

significant privacy violations.

Notably, Dr. Zhou became the first physician to be jailed for a HIPAA violation, emphasizing the severity of the consequences for unauthorized access to patient information. These

Patient Names

Addresses
(excluding town/city, state, zip code)

Dates(birth dates, admission dates,
discharge dates, etc.)

Telephone numbers

Fax numbers

Email addresses

Social Security numbers (SSNs)
Medical record numbers

Health plan beneficiary numbers

18

HIPAA

Identifiers

examples underscore the importance of stringent HIPAA compliance to safeguard patient data and protect individual privacy rights.

Since the compliance date of the Privacy Rule in April 2003, companies have collectively paid fines totalling $131 million for their failure to adequately protect patient data as

Account numbers

Certificate/license numbers
e.g. medical license, driver's license)

Vehicle identification numbers (VINS)
Device identifiers and serial numbers
Wehb Uniform Resource Locators (URLs)
Internet Protocol (IP) address numbers

Biometric identifiers
(e.g. fingerprints, retinal scans)

Full-face photographs and
comparable images

Any other unique identifying numbers,
characteristics, or codes

required by HIPAA. Consequently, entities handling PHI must implement comprehensive physical, process, and network security measures to maintain their HIPAA compliance.

HIPAA compliance entails the procedures that both covered entities and business associates must adhere to ensure the protection and security of protected health information

(F'H[) as mandated for HIPAA certification. Covered entities refer to individuals who utilize and have authorized access to PHI, whereas business associates are individuals who

colloborate with covered entities in non-healthcare roles and have access to PHL



What are The HIPAA
Compliance Requirements?

The significance of HIPAA compliance has grown substantially due to the
increasing adoption of electronic data collection, processing, and
storage within healthcare providers and related entities, which elevates
the risk of data breaches. Compliance entails meeting the requirements
of HIPAA, its amendments, and related legislation like HITECH. In the event
of a PHI breach, HIPAA-covered companies must follow the outlined

procedure in the Breach Notification Rule.

There are two categories of organizations that must adhere to HIPAA

requirements:
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have direct access to PHI |
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These are companies that provide healthcare treatment, operations, and
payment services, involving the creation, collection, or electronic
transmission of PHI. Examples include headlthcare providers, health

insurance providers, and healthcare clearinghouses.
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These companies have GCCG;SII‘ItD PHI and provide support in various
healthcare-related functions. Examples encompass cloud storage
providers, third-party consultants, billing firms, IT providers, practice
management companies, emdil hosting services, managed service

providers, and electronic health record (EHR) platforms.



The HIPAA Privacy Rule: This establishes
national standards to protect patients’
rights regarding their PHI and grants them
access to a copy of the HIPAA release form.
The Privacy Rule applies exclusively to
covered entities.

The HIPAA Security Rule: This sets national
standards for safeguarding the handling,
transmission, and  maintenance  of
electronic protected health information
(ePHI). Both covered entities and their
business associates are subject to the
Security Rule.




HIPAA Compliance Checklist

To ensure that any company, service, or product adheres to the necessary physical, technical, and administrative safeguards of the
HIPAA Security Rule, it's vital to follow a comprehensive HIPAA compliance checklist. Additionally, meeting the standards set by the
Privacy Rule and Breach Notification Rule is essential. Let's explore the key steps one need to take to achieve HIPAA compliance:

Jnderstand the Safeguarding

Patient Data

PAA Privacy Rule

The initial step is to gain a thorough understanding of the HIPAA understand the types of information that
require safeguarding and establish

The first step in protecting patient data is to

Privacy Rule, which includes provisions for implementing safeguards

. . _— . appropriate security and privacy measures.
to preserve the privacy of PHI and defining limits on its access and

The Privacy Rule defines Protected Health

use. The Rule also grants patients specific rights regarding their PHI, Information (PHI) as “individudlly identifiable

such as the ability to review and acquire copies of their health heallth information” transmitted or stored by

records and request corrections as needed. Another important step covered entities or their business associates.
is to ascertain the applicability of the Privacy Rule to one’s PHI can take various forms, including verbal,
healthcare organization, practice, or business. Conduct an electronic, or paper formats.

assessment to confirm whether your entity falls under the

regulations of the Privacy Rule, which protects individual PHI and Inzlielie h7te dtielaDinZel o el e

. " . includes details related to a patient's mental
governs the practices of covered entities, encompassing nurses,

or physical condition, healthcare
doctors, insurance providers, lawyers, and others. .

requirements, payment for healthcare
services, as well as their demographic
information. To protect PHI, the Security Rule

mandates three types of safeguards:




Technical
Safeguards:

These focus on the technology used to
protect and provide access to electronic
Protected Health Information (_ePHI}. It
includes encrypting ePHI to NIST standards
when it is in transit or at rest beyond the
company's firewalled servers. Encryption
ensures that the data becomes
undecipherable, unreadable, and
unusable for unauthorized individuals.

Physical Safeguards:

Technical safeguards
include:

Implementing access control
mechanisms

Introducing authentication for ePHI dccess

Employing encryption and decryption tools

Implementing activity logs and
audit controls

Facilitating automatic log-off of
devices and desktops

Physical safeguards pertain to controlling physical access to ePHI, regardless of its location

(e.g., cloud, remote data centers, or on-site servers). These safeguards also address the

protection of mobile devices and workstations against unauthorized access.

Administrative
Safeguards:

Administrative safeguards encompass policies and
procedures that integrate the Privacy Rule and the Security
Rule. They require the designation of a Privacy Officer and
Security Officer to implement measures for protecting ePHI

and governing the conduct of the workforce.

Administrative
safeguards include:

+  Conducting HIPAA risk assessments

+  Establishing a risk management policy

+  Providing security training for employees

+  Developing and testing contingency plans
+  Restricting third-party access

*  Reporting security incidents

Prevent HIPAA
Violations

To minimize the risk of HIPAA violations, it is crucial to
understand what actions can lead to violations and take
preventive measures. Becoming HIPAA-compliant does not
guarantee the prevention of all data breaches; instead, it
entails reducing risks to an acceptable and appropriate
level.

HIPAA violations often result from internal factors rather
than external data breaches or hacks. Many violations
stem from negligence, such as failing to conduct an
organization-wide risk analysis or insufficient compliance
with the Privacy Rule. Violations can be intentional or
unintentional. Deliberate violations include the failure to

issue a breach notification within the maximum 60-day



Daota Breaches

UNESMHIPAA

According to HIPAA regulations, any unauthorized
possession, use, access, or release of protected
health information that jeopardizes its privacy or
security is classified as a data breach. To effectively
prevent data breaches, it is essential to implement
sufficient internal security measures, conduct
thorough training, and establish a robust
cybersecurity program. These proactive measures
can help safeguard protected health information

and reduce the risk of data breaches.



Identifying
Common HIPAA
Violations

Preparing for Breach

Organizations must be prepared to handle both minor and significant breaches of
Protected Health Information (PHI) under the HIPAA Breach Notification Rule. For minor
breaches affecting fewer than 500 individuals in a single jurisdiction, covered entities
and business associates must keep a record of these incidents throughout the year
and submit a report to the Office for Civil Rights (OCR) within 60 days after the
calendar year's end. This proactive approach ensures compliance with HIPAA
regulations and enables timely communication with affected patients or customers.
On the other hand, significant breaches impacting more than 500 individuals in a
single jurisdiction require immediate action, with reporting to HHS OCR and prompt
notification of all affected individuals.

Compliance with Transaction
Standards:

Under HIPAA, The U.S. Department of Health and Human Services (HHS) has adopted
specific standard transactions for the electronic exchange of health care data. HIPAA
covered entities engaging in these transactions electronically are required to utilize an
adopted standard from ASC X12N or NCPDP. The transactions encompass a range of
activities, and some examples include:

B Payment and remittance advice

m Claims status

m Eligibility

B Coordination of benefits

m Claims and encounter information
B Enrolment and disenroliment

m Referrals and authorizations

[

Premium payment



Understanding

HIPAA Violations

A HIPAA violation occurs when a covered entity and
its business associates fail to comply with the
Privacy Rule, Security Rule, or Breach Notification
Rule, leading to a compromise of Protected Health
Information (PHI) or electronic Protected Health
Information (ePHI). It is essential to note that not all
data breaches automatically qualify as HIPAA
violations. A data breach becomes a HIPAA violation
if it is caused by an outdated, ineffective, or
incomplete HIPAA compliance program or a direct
violation of the company's HIPAA policy. The Office
for Civil Rights (OCR) imposes fines on a sliding
scale, ranging from %100 to $50,000 per incident,
depending on the severity of the violation. In cases
of "willful neglect” of HIPAA Rules, the OCR maly levy
even heavier fines, exceeding 50,000,



O1

MD Anderson Cancer Center:

In 2018, the United States' MD Anderson
Cancer Center was fined $4.3 million
after three data breaches that affected
the ePHI of approximately 35,000
patients. The OCR found that the center
had inadequate encryption controls and
failed to implement policies to prevent
unauthorized access.

02

CardioNet:

In 2017, Carcione, a provider of remote
mobile monitoring and rapid response
services in the United States, paid $2.5
million to the OCR. The settlement was a
result of insufficient risk analysis and risk
management, along with a failure to
implement policies and procedures to
safeguard ePHI, leading to a breach that
affected over 1,300 individuals.

03

Feinstein Institute for Medical Research:

The Feinstein Institute, also based in the
United States, paid $3.9 million to the OCR
in 2016 following a breach involving a
stolen laptop containing the ePHI of 13,000
patients. The OCR determined that the
institute did not have sufficient security
measures in place to protect patient
information.

04

University of California

Los Angeles Health System faced an
$865,000 fine for inadequate access
restrictions to medical records. An
employee, Dr. Huping Zhou, accessed the
records of celebrities and other patients
without authorization, becoming the first
physician to be jailed for a HIPAA violation.

HIPAA Violations Fines
and Penalties

The Office for Civil Rights (OCR) generally seeks to address
HIPAA violations using non-punitive approaches such as
voluntary compliance or providing technical guidance to
help covered entities rectify non-compliant areas. However,
if a violation is severe or has persisted, the OCR may impose
tier-based financial penalties as follows:

Tier 1 - This tier applies to violations that the covered entity
was unaware of and could not have reasonably prevented,
as they took reasonable care to adhere to HIPAA Rules. Fines
for Tier 1 violations range from ofh: %S per incident.

Tler 2 - For violations that the covered entity should have

been aware of but couldn't have prevented even with

reasonable care, Tier 2 penalties apply. Fines range from
per incident.

Tler 3 - This tier addresses violations resulting from wilful
neglect of HIPAA Rules, even when the entity attempted to
correct the issue. Fines for Tier 3 violations range from

: 0 per incident.

Tier 4 — The most severe penalties fall under Tier 4,
reserved for violations resulting from wilful neglect without
any efforts to correct the situation. Fines for Tier 4
violations are %! and above.

Being aware of these penalty tiers underscores the
Importance of compliance with HIPAA regulations and
taking prompt corrective actions to avoid significant
financial consequences.



The HHS Office of Inspector General (0IG)
has established the Seven Elements of an
Effective Compliance Program, designed to
assist companies in evaluating compliance
solutions or developing their own
comprehensive compliance programs. In
addition to meeting the standards of the
HIPAA Privacy Rule and Security Rule, a truly
effective compliance program  should
encompass the following seven crucial
elements:




Implementing written policies and procedures related to a code of
conduct/ethics, corporate compliance program, disaster recovery
plan, and training, acknowledgment, and corrective action plans.

02 Appointing a dedicated compliance officer and establishing a
compliance committee.

03 Providing effective education and thorough HIPAA training to all
relevant personnel.

04 Establishing open lines of communication to facilitate reporting of
potential compliance issues.

05 Conducting internal auditing and monitoring to ensure the
ongoing relevance and efficacy of the compliance program.

06 Enforcing the compliance program through well-publicized
disciplinary guidelines.

07 Responding promptly to violations and implementing executive

corrective action plans when necessary.

HIPAA was established to protect patient PHI and healthcare organizations can
implement necessary measures through its provisions. Achieving HIPAA
compliance may seem challenging, but a systematic approach using a compliance
checklist can expedite the process. It is crucial to remain vigilant in staying
updated with the latest developments, including recent additions such as patients’
rights to review their PHI in person and the reduced time for providing access to PHI.
Adhering to the standards of the Privacy Rule, Security Rule, and Breach Notification
Rule, along with the seven elements of an effective compliance program, is
essential for maintaining HIPAA compliance. Businesses can efficiently achieve
compliance by following a step-by-step checklist. Penalties for HIPAA violations are
determined based on a tier system, ranging from $100 to $50,000 or more per

incident, depending on the severity of the breach.
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What is the significance of HIPAA compliance in healthcare?

HIPAA compliance in healthcare involves meeting the requirements of HIPAA, its
subsequent amendments, and related legislation such as HITECH. Companies
handling protected health information (PHI) must implement physical, process,
and network security measures to ensure they are HIPAA-compliant.

Who needs to adhere to HIPAA compliance?

Both covered entities (individuals with access to PHI, including doctors,
nurses, and insurance companies) and business associates (individuals
providing non-healthcare support to covered entities and having access to
PHI, such as IT personnel, administrators, lawyers, and accountants) must be
HIPAA-compliant. Subcontractors and related business associates are also
obligated to comply with HIPAA regulations.

What are the specific HIPAA requirements?

HIPAA compliance requirements deliberately remain broad to apply equally to all
covered entities and business associates handling, processing, creating, or storing
PHL All entities subject to HIPAA regulations must implement technical,
administrative, and physical safeguards to protect the integrity of PHI, as specified
by the Privacy Rule and Security Rule. Additionally, the HIPAA Breach Notification
Rule must be followed in case of any PHI breach.

?

What constitutes HIPAA violations?

HIPAA violations occur when a company's compliance program is compromised,
leading to a breach of PHI or ePHI. Data breaches become HIPAA violations if they
result from a direct violation of the company's HIPAA policy or are attributed to an
ineffective or outdated compliance program.

what are HIPAA Violations Fines and Penalties?

Penalties for HIPAA violations are determined based on a tier system, ranging from
$100 to $50,000 or more per incident, depending on the severity of the breach.



https:/ [www.hhs.gov/hipaa/for-professionals/security [ laws-re

gulations/index.html

https:/ [www.cms.gov/Outreach-and-Education/Medicare-Lea
rning-Network-MLN/MLNProducts/Downloads/HIPAAPrivacyand

Security.pdf

https:/ [www.hhs.gov/sites/default/files/ ocr/privacy/hipaa/un
derstanding/summary/ privacysummary.pdf

https:/ [ oig.hhs.gov/documents/provider-compliance-training
/945/Compliancel0ltips608.pdf

https:/ [www.hipagjournal.com/what-are-the-penalties-for-hi
paa-violations-7096

https:/ /www.hipadjournal.com/hipaa-compliance-checklist/
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